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Establishing the Context
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Historical Context
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Cognitive-Cyber Symbiosis
CoCyS
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Cognitive-Cyber Symbiosis
CoCyS

Abbass H.A., Tang J., Amin R., Ellejmi M., and Kirby S. (2014). The Computational Air Traffic Control

Brain: Computational Red Teaming and Big Data for Real-time Seamless Brain-Traffic Integration,
Journal of Air Traffic Control, Summer, 2014.
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Vision
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CoCyS’ Vision
Human-Machine Cloud
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CoCyS Vision
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On Trust

Petraki E. and Abbass H.A. (2014) On Trust and Influence: A Computational Red Teaming Game Theoretic Perspective. IEEE
Computational Intelligence in Defence and Security Symposium, Hanoi, December 2014.

Abbass H.A., Greenwood G., & Petraki E. (conditionally accepted) The N-Player Trust Game and its Replicator Dynamics. IEEE
Transactions on Evolutionary Computation.

Abbass H.A., Tang J., & Petraki E. (under review) Shaping Influence and Influencing Shaping: a computational red teaming trust-
based model, MODSIM 2015.
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Organisational Psychology of Trust

o “Willingness to be vulnerable to another based on
the expectation of favorable outcomes for the
trusting party”

— [Mayer, Davis & Schoorman; 1995]

o Trust “introduces unwanted uncertainty into our
lives”. It means that other people control outcomes
that we value. It gives people “power over us”

— [Kipnis; 1996, p. 40]
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Organisational Psychology of Trust

e Trustis having “expectations, assumptions or
beliefs about the likelihood that another’s future
actions would be beneficial, favourable or at
least not detrimental to one’s interests’

— [Morrison and Robinson; 1997] (p, 238).

» Distrust deteriorates overall organization
performance [Karl; 2000]
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Organisational Psychology of Trust

« Whitener, Brodt, Korsgaard, & Werner found that
trust in the workplace is linked to team cooperation,

performance, and quality of communication in
organizations.

« It has been suggested that the more the employees
trust their managers, the more satisfied they are
with their jobs and this leads to their general good

health and wellbeing [Helliwell, Huang & Haifang;
2011]
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Cognitive Psychology of Trust

« Kim argues that interpersonal trust is based
upon listeners’ perceptions of a speaker’s
expertness, reliabllity, intentions, activeness,
personal attractiveness, and the majority
opinion of the listener's associates

— [Kim; 1967]



Prof. Hussein Abbass — UNSW-Canberra: h.abbass@adfa.edu.au

Cognitive Psychology of Trust

Deutsch [Delgado, Frank & Phelps; 2005] sets constraints on
trust in situations where a person is faced with.

A person perceives a situation will lead to two events (a path

with ambiguity)

— one she perceives to have negative valency that is greater than
the positive valency she perceives to be associated with the
second.

However, which event will occur is reliant on a second
person. If the first person chooses this path, she is said to
trust the second; otherwise she distrusts the second person.
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Sociology of Trust

e The basis to form healthy relationships [Deutsch;
1996, Luhmann; 1979]

 The backbone that glues a social system and acts
as a complexity reduction/management mechanism
[Luhmann; 1979].

 Luhmann [1979] sees trust as a facilitator for
adaptation to occur in a social system, and
therefore trust achieves in a social system the
equivalent of adaptation in biological systems
[Helliwell, Huang & Haifang; 2011].
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Neuroscience of Trust

Fig. 4. (A) ERP waveforms time-locked to the onset of feedback stimuli in Experiment 1, sorted according to the participants’ choices and
outcomes.(B) Scalp topographies of the difference waves between ERP responses to the no-gain vs. gain outcomes averaged for the 230-310
ms time window (the upper panels) and between the gain vs. no-gain outcomes for peak values in the 250-450 ms time window (the lower

panels). Y. Long et al. / Neuroscience 200 (2012) 50-58
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Neuroscience of Trust

Thoughts, Feelings, Beliefs
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Krueger et al. PNAS 104(50),20084-20089, 2007.
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Linguistics of Trust

e A perception survey of 115 students by Lam
unveliled that “participants trusted leaders who used
linguistic politeness strategies in their emails, as
opposed to those who failed to include mitigating
strategies” [Lam; 2011]

o strategies on the influential nature of trust have
revealed that issuing of superfluous apologies can
be effective in promoting people sense of trust
towaads the apologiser [Brooks, Dai & Schweitzer;
2014].
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Game Theory of Trust

Trust No Trust
A< $10
B < $0
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Putting it Together
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Putting It Together
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Putting it Together
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From Humans to Machines
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Is a Machine Different?

» Conceptual models
Human « Quantitative models
» Objective/subjective assessment

Y EE « Objective quantitative models
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Machine View of Trust
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Humans and Machines
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Machine View of Trust
Risk

Trust

Complexity
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Research Gaps and Opportunities
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Sample Research Gaps on Trust

e Western Vs non-Western Data on Trust
e Trust in a multi-cultural setting
e Trust and distrust taxonomies

* Authentic linguistic data, and the analysis of linguistic
strategies in naturally occurring interactions that evoke
trust

 the lack of linguistic and computational environments to
support studies on trust

* Research on trust in neuroscience is nowhere as
mature as these classical fields
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Sample Research Gaps on Trust

* Indicators on the presence or absence of trust

* Indicators-to-Causes mapping (Atlas of Causes of
Trust)

e Prediction of trust or mistrust in a context
— Maximum look-ahead time for an accurate prediction
— Continuity of trust
— Trust as a socially stable phenomenon
— Context-Prediction-Accuracy relationship

e Shaping causes to influence effects
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