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ABSTRACT

The Defence Science and Technology Group was commissioned by the Australian
Federal Police to develop and deliver a course to familiarise participants with the
psychological science underpinning forensic comparison, with specific focus on facial
comparison, while fulfilling the requirements of six modules from the National Facial
Training Framework. This paper contains an overview of the course content, and its
delivery and evaluation. It concludes with some recommendations for the future,
should the course be delivered again.
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Forensic (Facial) Comparison: Linking the Science and
the Practice — Course Overview and Evaluation

Executive Summary

The Australian Federal Police (AFP), Facial Identification - Specialist Operations Branch,
commissioned the Defence Science and Technology (DST) Group to develop and deliver a
training course for staff working in the forensic facial comparison domain. ‘Forensic
(Facial) Comparison: Linking the Science and the Practice’ aimed to familiarise
participants with the psychological science underpinning forensic comparison, with
specific focus on facial image comparison, while fulfilling the requirements of six modules
from the National Facial Training Framework.

The course was delivered across two days at the AFP’s Forensic Facility Majura, Canberra.
The first day of the course focused on the psychological theories relevant to forensic
comparison, and their importance, as well as an overview of the facial comparison
research. The second day focused on the sources of bias within the forensic comparison
domain, and how to recognise and mitigate them. Attendees included nineteen
individuals from the AFP from seven different disciplines (biological criminalistics/ DNA,
chemical criminalistics/ballistics, document examination, facial identification, fingerprint
examination, intelligence, and quality assurance and training). Five individuals from other
Australian policing and national security agency facial identification units also attended.
The course was delivered in a traditional classroom-style format with content presented
via PowerPoint™ slides interlaced with practical activities to consolidate learning.
Opportunities for participant discussion and interaction were frequent.

Participants completed an evaluation at the conclusion of the course. Overall participants
found the course enjoyable and engaging, generally rating the course to be of high
educational value. While it was acknowledged that the course was commissioned by the
Facial Identification Team, and as such was necessarily biased towards that discipline, it
was still of value for the vast range of other disciplines represented. Participants
appreciated the delivery style and the flexible timetabling of the sessions. That being said,
some participants also indicated that the delivery of Section 1 of the course was not
sufficiently in depth and did not provide clear linkages to their work in forensic
comparison. Based on participant feedback two recommendations were made:

Recommendation 1: If delivering the course to a diverse audience in the future, content
should be supplemented with research and case studies from other forensic
comparison disciplines.

Recommendation 2: Section 1 of the course An introduction to the psychology and human

factors of forensic comparison be reviewed to include more real world examples relevant to
the field of forensic comparison.
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1. Introduction

The Australian Federal Police (AFP), Facial Identification - Specialist Operations Branch,
commissioned the Defence Science and Technology (DST) Group to develop and deliver a
training course for staff working in the forensic facial comparison domain. The course was
developed and delivered under Project Arrangement S-010/2016, on a full cost recovery
basis as required by DST’s National Security Science and Technology business model. The
course was designed to target specific training modules outlined in the Australian
Government’s National Facial Training Framework for facial comparison specialists, but
was general enough to be applicable across a range of forensic comparison disciplines.

This paper provides an overview of the course content, its delivery and evaluation. It
concludes with some recommendations for the future, should the course be delivered
again.

2. Course Content

The aim of the course, ‘Forensic (Facial) Comparison: Linking the Science and the Practice’
was to familiarise participants with the psychological science underpinning forensic
comparison, with specific focus on facial image comparison, while fulfilling the
requirements of six modules from the National Facial Training Framework. The course
was delivered across two days (see Appendix A for course schedule). The first day
focused on the psychological theories relevant to forensic comparison, as well as
introduction to facial comparison research. The second day focused on the sources of bias
within the forensic comparison domain, how to recognise and mitigate them.

The course was delivered in a traditional classroom-style format with content presented
via PowerPoint™ slides interlaced with practical activities to consolidate learning.
Opportunities for participant discussion and interaction were frequent. There were no
formal pre-requisites for the course, however participants were provided with two articles
for pre-reading (Dror, 2015; White, Kemp, Jenkins, Matheson & Burton, 2014). In addition,
participants were provided with an extensive reference list of course material (see
Appendix B) to consolidate learning across the four sections of the course.

2.1 Section 1: An introduction to the psychology and human factors of
forensic comparison

Section 1 of the course fulfilled the requirements of Module 61 of the National Facial
Training Framework to “identify the relevant psychological and other human factors
research and their relevance to forensic comparison work”. It included 86 PowerPoint™
slides and a practical exercise on cognitive ability and its measurement.
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The lecture content provided a broad introduction to psychology and cognitive science.
An overview of the biological mechanisms underpinning how we receive information,
including brain architecture, visual processes and perception was provided. This was
extended to demonstrate how this information is processed, stored by the memory system
and then used by an individual for learning and decision making. An introduction to
human factors was also provided with specific examples relevant to on-the-job
performance. Interactive discussions were included throughout the session, which
concluded with the practical exercise on cognitive ability - administration of the 80-item
Identical Pictures Test (Ekstrom, French & Harman, 1979) and discussion of results.

2.2 Section 2: Facial image comparison: what does the research say?

Section 2 of the course fulfilled the requirements of Module 62 of the National Facial
Training Framework to “describe the concepts and issues of familiar and unfamiliar
observers for human facial comparison with reference to current research” and Module 66
to “describe the current face review and comparison research and testing on the
performance of trained and untrained people”. It included 120 PowerPoint slides and a
practical exercise simulating face matching in a research context.

The lecture content provided an overview of the research regarding a range of issues
relevant to forensic comparison. It began with an introduction to research terms and
techniques, to equip participants to assess the quality and relevance of the research they
encounter. Next a comprehensive overview of research comparing and contrasting
unfamiliar and familiar faces, a range of variables that impact on forensic comparison
performance, and the influence of expertise on job performance and learning was
provided. Once again, interactive discussions were included throughout the session,
which concluded with the practical exercise on face matching in the research context.
During the exercise participants were asked to make a same or different judgement for ten
pairs of faces, each of which was presented for 30 seconds on a screen at the front of the
room. The ten pairs of faces included a mixture of challenging and easy pairs. While the
exercise gave participants some insight into their own face matching ability, the aim of the
exercise was to highlight the difference between research and on-the-job error rate testing:
research tasks often do not reflect real world tasks and therefore care must be taken when
extrapolating error rates from research to the real world context.

2.3 Section 3: Bias in forensic comparison

Section 3 of the course fulfilled the requirements of Module 65 of the National Facial
Training Framework to “identify the issues and research on subjectivity, confidence, bias,
peer and independent review as they affect conclusions”. It included 112 PowerPoint™
slides and two practical discussion exercises: the first on identifying sources of bias in the
early phases of a criminal investigation, based on the 2015 documentary series ‘Making a
Murderer’ (Making a Murderer, 2015); and the second on applying a decision framework
to evaluate the risk of bias in a criminal investigation based on the R v Honeysett case
(Edmond, 2015).
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Lecture material focused on providing participants with a broad introduction to bias with
clear definitions of the various types of bias relevant to forensic comparison. The potential
sources of bias were discussed and reiterated though the use of practical case studies from
recent high-profile criminal cases here in Australia and internationally, including the
major case study based on the ‘Making a Murderer’ documentary. Participants were
walked through several aspects of the early stages of the investigation into the sexual
assault of Penny Beernsten and the focus on suspect Steven Avery, the subject of the
documentary, and asked to note down the sources and types of bias that were present.
This was used as the basis for a discussion and reflection on their own work practices and
involvement in investigative aspects of a case.

Research relevant to bias in forensic comparison was then reviewed with an emphasis on
the evaluation of the risk of bias within the workplace. The session concluded with a
practical exercise on applying a framework to evaluate the risk of bias in the forensic
comparison work carried out by an expert during the R v Honeysett case. Again,
participants were walked through the steps taken during the expert review of evidence (in
this case a biological anthropologist conducting facial and body comparison from CCTV
imagery), and then asked to assess the method against the risk framework. This was then
used as a basis for discussion about how the analysis might have been conducted
differently to minimise bias, which was a lead in to Section 4 of the course.

24 Section 4: Minimising bias and error in forensic comparison

Section 4 of the course fulfilled the requirements of Module 64 of the National Facial
Training Framework to “describe the different conclusion opinion scales used in forensics
and intelligence, and how they are applied for facial image comparison” and Module 63 to
“describe the quality control, quality assurance, and audit processes that exist for facial
image comparison to reduce human error”. It included 71 PowerPoint™ slides and a
group discussion exercise on mitigating bias.

The lecture content provided an overview of the methods empirically demonstrated to
minimise bias and error with an emphasis on quality assurance, provision of feedback and
proficiency testing within a range of forensic comparison domains. The session concluded
with a group discussion exercise to integrate the learning outcomes and reflect on
procedures already implemented in the workplace; what needs to change and how that
change could be realised.
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3. Course Conduct

The course was conducted over two days at the AFP Forensic Facility Majura in Canberra.

3.1 Participants

Participants consisted of 24 attendees from a range of agencies and disciplines, including:

e Nineteen individuals from the AFP:

O

O

O

o}

O

O

biological criminalistics/DNA (3)
chemical criminalistics/ballistics (1)
document examination (3)

facial identification (7)

fingerprint examination (3)
intelligence (1)

quality assurance and training (1)

e Two individuals from the Department of Foreign Affairs and Trade, Australian
Passport Office (facial identification).

e Two individuals from the Queensland Police Photography Division (facial
identification and imagery analysis).

e One individual from the Department of Immigration and Border Protection (facial
identification).

4, Course Evaluation

Feedback from participants was obtained in the form of an optional survey on the final
day of the course (see Appendix C). Survey questions aimed to assess the extent to which
the course addressed the modules outlined in the National Facial Training Framework, as
well as the course delivery.

Participants were asked to rate, on a 7-point Likert scale, the extent to which they agreed
with the statement in question. Responses ranged from 1-7, where 1 indicated ‘strongly
disagree/not endorse” and 7 indicated ‘strongly agree/endorse’. Participants were asked
to provide any feedback regarding their answer in the space provided and any additional
feedback at the end of the survey.

Of the 24 course participants, 18 completed the survey.
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41 Questions regarding fulfilment of the modules of the National
Facial Training Framework

Question 1 assessed the fulfilment of Module 61 of the National Facial Training
Framework. The mean participant response was 5.5 (SD = 0.85) with scores ranging from
4-7 (see Figure 1).

| am able to “identify the relevant psychological and
other human factors research and their relevance to
forensic comparison work"
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Figure 1 - Module 61 Assessment

Feedback from participants included that: “the psychology and human factors session felt
a bit rushed. Feel it would work better to slow the section down to enable attendees to
grasp the concepts more readily”. Furthermore, some participants offered suggestions
regarding how this section may be improved, for example: “have a look at the context of
the first module and fit it into the real world examples for the layperson”.

Question 2 assessed the fulfilment of Module 62 of the National Facial Training

Framework. The mean participant response was 5.7 (SD = 0.95) with scores ranging from
4-7 (see Figure 2).
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I am able to “describe the concepts and issues of familiar and
unfamiliar observers for human facial comparison with
reference to current research™
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Figure 2 - Module 62 Assessment

Qualitative feedback provided by participants included that: “after reading some of the
references supplied I hope to be able to do this better” and “I now have a better
understanding of the complexity of information matching”.

Question 3 assessed the fulfilment of Module 66 of the National Facial Training
Framework. The mean participant response was 5.5 (SD = 0.98) with scores ranging from
4-7 (see Figure 3).

I am able to “describe the current face review and
comparison research and testing on the performance of
trained an untrained people”
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Figure 3 — Module 66 Assessment

UNCLASSIFIED



UNCLASSIFIED
DST-Group-GD-1002

Participants found it “interesting that research does not necessarily replicate real world
situations”, which was a key outcome of this session.

Question 4 assessed the fulfilment of Module 65 of the National Facial Training
Framework. The mean participant response was 5.7 (SD = 0.77) with scores ranging from
4.5-7 (see Figure 4).

I am able to "identify the issues and research on
subjectivity, confidence, bias, peer and independent
review as they affect conclusions”
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Figure 4 — Module 65 Assessment

A participant commented: “great information presented, will look forward to reviewing
the notes”.

Question 5 assessed the fulfilment of Module 64 of the National Facial Training
Framework. The mean participant response was 5.5 (SD = 0.78) with scores ranging from
4.5-7 (see Figure 5).

I am able to "describe the different conclusion opinion
scales used in forensics and intelligence"
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Figure 5 - Module 64 Assessment
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A participant thought “the data on how jurors evaluate information we present to them
was interesting”.

Question 6 assessed the fulfilment of Module 63 of the National Facial Training
Framework. The mean participant response was 5.4 (SD = 0.77) with scores ranging from
4-7 (see Figure 6).

I am able to “describe what quality control, quality
assurance, and audit processes exist for facial image
comparison to reduce human errors”
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Figure 6 — Module 63 Assessment

Participants provided no additional qualitative feedback for this item.

4.2 Questions regarding educational value and course presentation

Question 7 assessed the educational value of the course. The mean participant response
was 6.7 (SD = 0.42) with scores ranging from 6-7 (see Figure 7).
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This course was educationally valuable for me

Number of Participants

1 2 3 4 5 6 7
Strongly Disagree Strongly Agree

Figure 7 — Assessment of Educational Value

Participants commented that “bias has been debated in our section recently. It was
valuable to see the potential outcomes/influences on bias after the decisions have been
made” and that “the course provided a good platform to inform further discussion about
the impact of bias on procedures”. Furthermore a participant commented: “thank you for
presenting this insightful course. I hope to be able to use this acquired knowledge to
implement some small changes that will make a big difference for some positive gains”.

Question 8 assessed the presentation of the course. The mean participant response was 6.5
(SD = 0.61) with scores ranging from 5-7 (see Figure 8).

This course was presented well

Number of Participants
[=3]

4
2
0 ]
1 2 3 4 5 6 7
Strongly Disagree Strongly Agree

Figure 8 — Assessment of Course Presentation
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Participants noted that “[the presenter] was excellent” and the “time frames 9:30-3
recognised the student’s ability to absorb the information”. Others commented: “well
done, the presenters knew their topics with confidence” and “congratulations to you both,
completely interesting, I went home and watched Elizabeth Loftus’s TED talk”.

Question 9 assessed whether participants would use the information gained in the course

in their job. The mean participant response was 6.5 (SD = 0.70) with scores ranging from 5-
7 (see Figure 9).

| will use the information gained in the course in my job

Number of Participants
o

1 2 3 4 5 6 7
Strongly Disagree Strongly Agree

Figure 9 — Assessment of Applied Value

A participant noted that the uptake of information would “always depend on how teams
and management view it. The ideas are strong but sometimes it may take a significant
event to have it improved”. However the course “provide(d) a good base to continue
research and further reviews of process”.

4.3 General feedback

Participants were provided with the opportunity to comment on the course as a whole.
Feedback included: “all the information provided has increased my confidence in the
training I am undertaking, confirming the practice we follow and the procedures in place.
I have take-home information/studies I can use in the context of delivering training and
also more perspective on some behavioural aspects to bring to the work place. The notes
will be useful for me to review/read and share”. Finally, one participant commented: “I've
found this course fantastic, I've learnt a lot and have really gotten a lot out of it. Thank

4

you”.
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5. Conclusion and Recommendations

‘Forensic (Facial) Comparison: Linking the Science and the Practice” aimed to familiarise
participants with the psychological science underpinning forensic comparison, with
specific focus on facial image comparison, while fulfilling the requirements of six modules
from the National Facial Training Framework. The course was run over two days. The first
day focused on the psychological theories relevant to forensic comparison and review of
relevant facial comparison research. The second day focused on the sources of bias within
the forensic comparison domain, how to recognise and mitigate them. Participants
completed a course evaluation at the conclusion of the course. Overall participants found
the course enjoyable and engaging, generally rating the course to be of high educational
value. While it was acknowledged that the course was commissioned by the Facial
Identification Team, and as such was necessarily biased towards that discipline, it was still
of value for the vast range of other disciplines represented. Participants appreciated the
delivery style and the flexible timetabling of the sessions. That being said, some
participants also indicated that the delivery of Module 61 (Section 1 of the course) was not
sufficiently in depth and did not provide clear linkages to their work in forensic
comparison. Therefore, if the course was to be run again in the future it is recommended
that:

Recommendation 1: If delivering the course to a diverse audience, content should be
supplemented with research and case studies from other forensic comparison disciplines.

Recommendation 2: Section 1 of the course (An introduction to the psychology and human
factors of forensic comparison) be reviewed to include more real world examples relevant to
the field of forensic comparison.
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Appendix A Course Schedule

The course ran from 0930-1530 over two days, with breaks for lunch and morning/
afternoon tea. The schedule is below.

Day 1:

0930 Overview, introductions

0945 Introduction to the psychology and human factors of forensic
comparison

1030 Break

1050 Practical exercise: test your perceptual ability
Facial image comparison: what does the research say?

1230 Lunch

1330 Facial image comparison: what does the research say? cont.

1445 Break

1500 Practical exercise and group discussion: face matching under
research conditions

1530 End Day 1

Day 2:

0930 Review

0945 Bias in forensic comparison
Group discussion: “‘Making a Murderer’ case study

1030 Break

1050 Bias in forensic comparison cont.
Minimising bias and error in forensic comparison

1230 Lunch

1330 Minimising bias and error in forensic comparison
continued

1415 Small group exercise: what could you apply?

1445 Break

1500 Summary and evaluation
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Appendix C Course Feedback Form

Feedback Form
Forensic (Facial) Comparison: Linking the Science and the Practice

Thank you for participating in Forensic (Facial) Comparison: Linking the Science and the
Practice. The course covered six modules from the Facial Biometrics centre of Expertise’s
National Facial Training Framework.

We would like to gain some feedback regarding your experiences with the course and
material presented. Please fill in the feedback form and return it to one of the course
facilitators. This feedback is not mandatory but it is greatly appreciated by the facilitators.

The scale provided consists of a rating system from 1-7. Where 1 indicates strongly
disagree/endorse and 7 indicates strongly agree/endorse. Please provide any additional
feedback regarding your answer in the space provided.

1. Please rate on the scale provided to what degree you feel able to “identify the relevant
psychological and other human factors research and their relevance to forensic
comparison work”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

2. Please rate on the scale provided to what degree you feel able to “describe the concepts
and issues of familiar and unfamiliar observers for human facial comparison with
reference to current research”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree
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3. Please rate on the scale provided to what degree you feel able to “describe the current
face review and comparison research and testing on the performance of trained and
untrained people”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

4. Please rate on the scale provided to what degree you feel able to “identify the issues
and research on subjectivity, confidence, bias, peer and independent review as they affect
conclusions”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

5. Please rate on the scale provided to what degree you feel able to “describe the different
conclusion opinion scales used in forensics and intelligence, and how they are applied for
facial image comparison”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree
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6. Please rate on the scale provided to what degree you feel able to “describe the quality
control, quality assurance, and audit processes that exist for facial image comparison to
reduce human errors”.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

7. This course was educationally valuable for me.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

8. This course was presented well.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

9. I will use the information gained in the course in my job.

1 2 3 4 5 6 7
Strongly Strongly
disagree agree

Any other feedback:
UNCLASSIFIED

27



UNCLASSIFIED

1. DLM/CAVEAT (OF DOCUMENT)
DEFENCE SCIENCE AND TECHNOLOGY GROUP

DOCUMENT CONTROL DATA

2. TITLE 3. SECURITY CLASSIFICATION (FOR UNCLASSIFIED LIMITED
RELEASE USE (U/L) NEXT TO DOCUMENT CLASSIFICATION)
Forensic (Facial) Comparison: Linking the Science and the
Practice - Course Overview and Evaluation Document )
Title L)
Abstract U)
4. AUTHOR(S) 5. CORPORATE AUTHOR
Jessica O'Rielly & Rebecca Heyer Defence Science and Technology Group
PO Box 1500
Edinburgh SA 5111
6a. DST GROUP NUMBER 6b. AR NUMBER 6c. TYPE OF REPORT 7. DOCUMENT DATE
DST-Group-GD-1002 AR-017-159 General Document April 2018
9.TASK NUMBER 10.TASK SPONSOR 10. RESEARCH DIVISION
17/548 Australian Federal Police (PA S- NSI Division
010/2016)
11. MSTC 12.STC
Intelligence Analytics Biometrics

15. SECONDARY RELEASE STATEMENT OF THIS DOCUMENT

Approved for public release

OVERSEAS ENQUIRIES OUTSIDE STATED LIMITATIONS SHOULD BE REFERRED THROUGH DOCUMENT EXCHANGE, PO BOX 1500, EDINBURGH,
SA 5111

16. DELIBERATE ANNOUNCEMENT

No limitations

17. CITATION IN OTHER DOCUMENTS

Yes

18. RESEARCH LIBRARY THESAURUS

Face recognition, training, biometric identification, cogntive psychology

19. ABSTRACT

The Defence Science and Technology Group was commissioned by the Australian Federal Police to develop and deliver a
course to familiarise participants with the psychological science underpinning forensic comparison, with specific focus on
facial image comparison, while fulfilling the requirements of six modules from the National Facial Training Framework.
This paper provides an overview of the course content, its delivery and evaluation. It concludes with some
recommendations for the future, should the course be delivered again.

UNCLASSIFIED




	ABSTRACT
	Executive Summary
	Contents
	1. Introduction
	2. Course Content 
	2.1 Section 1: An introduction to the psychology and human factors of forensic comparison
	2.2 Section 2: Facial image comparison: what does the research say? 
	2.3 Section 3: Bias in forensic comparison 
	2.4 Section 4: Minimising bias and error in forensic comparison  

	3. Course Conduct 
	3.1 Participants

	4. Course Evaluation
	4.1 Questions regarding fulfilment of the modules of the National Facial Training Framework
	4.2 Questions regarding educational value and course presentation
	4.3 General feedback

	5. Conclusion and Recommendations
	6. References
	Appendix A Course Schedule
	Appendix B Course References 
	Appendix C Course Feedback Form 
	DOCUMENT CONTROL DATA



