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MESSAGE FROM THE
CHIEF DEFENCE SCIENTIST
The Defence Science and Technology Strategic Plan 2013–2018
charted a course for DST to be a more valued, more collaborative
and more innovative contributor to Australia’s defence and
national security. Launched in early 2013, the Strategic Plan
has stood the test of time and provided a sound footing for DST
to engage proactively with the First Principles Review of Defence,
its implementation as One Defence, the 2016 Defence White
Paper, the Defence Industry Policy Statement, and the Naval
Shipbuilding Plan, amongst others.
Implementation of the Strategic Plan has enabled DST to deliver
strongly on its value proposition: to reduce and mitigate strategic
and operational risks, and create and maintain a capability
edge for Australia’s defence and national security through the
innovative application of science and technology.
This booklet takes stock of what we have achieved over the last
five years in implementing the Plan’s ten Strategic Initiatives
across four themes to:
• Deliver science excellence and outcomes for Defence
• Shape Defence and national security

were assessed as having achieved their targets, one as mostly
achieved, and two as partially achieved. Importantly, this was
not an assessment of the quality of the teams that had been
tasked to deliver the initiatives. All the teams worked diligently
in the face of a range of challenges to achieve success.
The specific achievements and outcomes from each Initiative
are presented in this booklet.
A great many people were involved in implementing these
initiatives. I thank them, and all of our people, for their belief in
DST’s value to Defence, and for their persistence and goodwill
to deliver the Strategic Plan.
We can all be pleased with our accomplishments from this
five year journey. Our new role to lead the delivery of the Next
Generation Technologies Fund represents a vote of confidence
from Defence and the Australian Government for the work we have
undertaken and the value we can deliver to the Australian people.
I look forward to your continued participation and support as
we ‘step up’ to develop and implement the next Defence Science
and Technology Strategy 2019–2024.

• Create the opportunities and anticipate the challenges
of tomorrow
• Become an efficient and valued organisation with
a collaborative and innovative culture.
In December 2017, DST’s Senior Leadership Team assessed
each of the Strategic Initiatives against its objectives and
success measures. In making their assessment, they looked
solely at what had already been achieved. Seven initiatives

Dr Alex Zelinsky
Chief Defence Scientist
June 2018
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SCIENCE AND TECHNOLOGY EXCELLENCE
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS
This initiative strengthened DST’s science and
technology excellence by investing in people
and facilities in priority areas of capability, and
through internal and external benchmarking
of our S&T capabilities.

STRUCTURE FOLLOWS STRATEGY –
REFORMING THE STRUCTURE OF DST

DEFINING S&T EXCELLENCE
Definitions of Defence S&T excellence based on international best
practice were developed for individuals, for MSTCs and for DST
as a whole in consultation with the Leadership, Accountability
and Performance Management Initiative. For individuals, this
included Science and Technology Maturity Indicators which can
be applied across disciplines and at all staff levels. The indicators
allow individuals to realise their potential as they progress
through the maturity levels, facilitated by career development
plans negotiated with their supervisor. New roles of Principal
Scientist and Senior Principal Scientist were established. These
senior roles enable outstanding defence scientists to focus on
providing exemplary scientific leadership and mentoring
of scientific excellence, which is complementary to the roles
of other senior leaders in MSTCs.

DST’s capabilities have been organised into Major Science and
Technology Capabilities (MSTCs), each comprising a scientific
discipline together with relevant client domain knowledge.
The formation of MSTCs as basic division building blocks, and
the restructure of DST Divisions based around client domains,
enables DST to be effectively managed as a whole, supporting
a transparent process for investment in our people, associated
infrastructure and partnerships. The MSTC organisational
construct enables DST to build the quality of the S&T base
that underpins the core of our value to Australia’s defence
and national security – our ability to reduce and mitigate
strategic and operational risks and maintain a capability edge.
Coordinated role statements were developed for all DST senior
leaders and used in the selection of Chiefs, Research Leaders,
Program Leaders, Group Leaders and Principal Scientists.

MAJOR SCIENCE AND TECHNOLOGY CAPABILITIES (MSTC)
Each MSTC comprises people, infrastructure, S&T know-how and partner relationships in a combination of a science and defence domain. The science component comprises the specialist
knowledge, skills and experience of staff in the domain, as well as infrastructure and partnering. The defence component is the context in which our specialist knowledge, skills and
experience have impact, including the particular physical aspect or operational context.
Corporate Divisions
Responsible for corporate duties in
order to shape strategic direction
and enhance engagement with
Defence and external partners.

Science Strategy and Program
Division Develops science policy,
formulates Defence S&T and
strategic research programs,
and oversees resource investment
into S&T capabilities.

Maritime Division (MD)
Provides support and solutions to
enhance the operational performance
and survivability of defence
platforms in the maritime domain.

Sonar Technology and Systems
Conducts leading research and
development in undersea
acoustic sensors and systems
to grow the ADF’s undersea
warfare capability.

Acoustic Signature Management
Delivers S&T solutions to manage
the acoustic signature of defence
platforms; and the hydrodynamic
and manoeuvring performance
of ships and submarines.

Land Division (LD)
Provides support and solutions for ADF
personnel by applying expertise in human
sciences, personnel protection, vehicle
and systems sciences, and chemical,
biological and radiological warfare.

Land Human Systems
Develops, sustains and applies
the broad cross-section of human
science skills in support of ADF
land operations.

Land Vehicles and Systems
Conducts research in vehicle systems
management, armour and protection,
logistics and integrated support
systems.

Aerospace Division (AD)
Provides support and solutions to
enhance the operational effectiveness,
performance, survivability, availability
and safety of ADF aerospace capabilities.

Aerospace Systems Effectiveness
Supports Defence outcomes in
capability, efficiency and safety by
providing advice and solutions
where humans and air platforms
or systems interact.

Aircraft Performance and
Survivability Conducts performance
and survivability modelling
and experimentation for flight,
propulsion, signatures and stores
carriage and clearances.

Joint and Operations Analysis
Division (JOAD)
Analyses Defence operations and
capability to provide independent,
impartial and timely advice.

Three JOAD MSTCs develop and apply analytical methods, techniques and tools
to inform decisions impacting: 1. Aerospace Capability, 2. Land Capability
and 3. Maritime Capability. This encompasses specification, procurement,
command and control, underpinning technologies, force structure and
training, and their contribution to operational effectiveness.

Joint Capability Analysis
Supports joint capability issues,
including through the DST Group
operations support centre by
immersion and experimentation
with warfighters.

Cyber and Electronic Warfare
Division (CEWD)
Provides expert advice and technology
solutions in the cyber domain and
electronic warfare environment.

Cyber Assurance and Operations
Supports enhanced performance
in the presence of threats
and unauthorised activities
on computer resources.

Assured Communications
Provides solutions for robust
communications in contested,
complex and dynamic
environments.

Weapons and Combat Systems
Division (WCSD)
Applies science and technology
to the development and operation
of highly effective weapon and
combat systems for Defence.

Tactical Systems Integration
Conducts research into tacticalinformation: architectures;
integration and interoperability;
automation; and processing,
to achieve distributed tactical
decision superiority for the ADF.

National Security Intelligence Surveillance
and Reconnaissance Division (NSID)
Enhances the national capability for
accurate, relevant and timely actionable
intelligence for Defence and Government
decision makers.

Intelligence Analytics
Develops situational awareness
capabilities for intelligence analysts
and conducts domain-specific
research into human, open-source
and all-source analysis techniques.
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Cyber Sensing and Shaping
Develops techniques for accessing,
characterising and shaping
communication networks to enable
cyber operations.

Information Integration
Supports the integration and
application of intelligence,
surveillance and
reconnaissance systems.

Science Partnerships and Engagement Division
Coordinates and develops interactions with
industry, academia, overseas agencies and other
Australian government agencies. Promotes
defence science in the education and wider
Australian communities.

Research Services Division Delivers
enabling services including science
information management and technology,
research infrastructure, scientific
engineering and support, laboratory
emergency management, safety and security.

Non Acoustic Signature Management
Undertake research in materials
science and technology to enhance
the survivability, operational
capability, seakeeping and cost
of ownership of ADF platforms.

Undersea Command and Control
Provides the ADO with scientific and
technical expertise to enhance the
RAN’s undersea warfare capability
and decision making.

Maritime Autonomy
Leads research into autonomous and
unmanned systems to enhance ADF
capability in maritime surveillance,
mine countermeasures and rapid
environmental assessment.

Chemical and Biological Defence
Research and development of
defence against chemical, biological
and radiation (CBR) threats.

Aircraft Health and Sustainment
Supports aircraft health management
systems and technologies, engine
and fuel integrity, and aerospace
systems sustainment analysis.

Airframe Technology and Safety
Works to ensure aircraft safety
and availability, reduce fleet cost
of ownership and advises on
acquisition projects.

Maritime Platform Performance
Undertakes research in platform
performance of materials,
structures and systems to enhance
the capability, survivability and
safety of RAN vessels.

Land Personnel Protection
Supports soldier combat system
development, and analysis of
threats affecting the soldier.

Defence Science and Technology Capability Portfolio

Aircraft Structures
Provides safety-critical aircraft
structural integrity and
airworthiness advice
and solutions to the ADO.

Decision Sciences
Enhances military decision-making
at individual, team and organisational
levels in terms of intent, capabilities,
awareness and control including
human and machine perspectives,
and their integration.

Strategic Capability Analysis
Informs strategic policy and
capability decisions by applying
analysis, concept development,
risk assessment and
technology forecasting.

Systemic Protection and Effects
Analyses and supports critical cyber
physical systems, with respect to
systemic electronic attack.

Spectrum Sensing and Shaping
Supports enhanced situational
awareness in complex radio
frequency environments, and
defeating the future networked EW,
cyber and kinetic threats.

EW Operations
Conceives, develops and validates
countermeasures to defend ADF
assets, and conducts fundamental
research in laser technologies
and systems.

Tactical Systems Performance
Assessment Conducts analysis
of weapon system performance
and end-to-end tactical system
effectiveness.

Weapon Systems Technologies
Applies S&T of sensors, processing
and electromagnetic interactions
to weapons and tactical systems
to enhance the ADF’s warfighting
capability.

Energetic Systems and Effects
Enhances Defence and national
security capabilities, and the safety
of ADF assets through research
into energetic materials, explosive
ordnance, propulsion technologies
and high speed systems.

Intelligence Systems
Develops intelligence systems
for geospatial intelligence and
measurement and signature
intelligence, and imagery-based
capabilities.

Surveillance and Reconnaissance
Systems Conducts research into
surveillance and reconnaissance
systems and assesses their
application to defence and national
security needs.

High Frequency Radar
Enhances long-range over-thehorizon radar as part of the national
intelligence, surveillance and
reconnaissance system.

National Security
Provides a whole-of-government
coordination program for science
and technology needs relating
to national security.
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ASSESSING OUR CAPABILITIES

EXCELLENCE IN PARTNERSHIPS

To ensure that DST maintains capabilities that are best-practice
against scientific, technical, professional and governance
standards, the health of all MSTCs is assessed annually through
a technical benchmarking process. Each MSTC has completed
four annual self-assessment reviews. All MSTCs have been
benchmarked by external reviewers – eminent scientists and
industry leaders from around the world. The external reviews
provide Defence with confidence in the quality of DST’s MSTCs
and enable any weaknesses or limitations to be identified and
remediated with priority funding from within DST’s budget.
Following release of the 2016 Defence White Paper, the Strategic
Research Investment (SRI) program was aligned with the
identified Defence priorities and a program of external reviews
was initiated to assure the quality of the SRI program.

These MSTC assessment processes are now established as
business as usual. Analysis of the technical benchmarking
results provides evidence of high impact science and technology
that is transitioned to defence capability and demonstrates
measurable improvements in DST’s research quality and client
outcomes. Publication of the Defence Science and Technology
Capability Portfolio provides visibility of all MSTCs to DST’s
partners and external stakeholders, and includes statistics on
MSTC publications, awards and examples of the Defence impact
of research.

WORLD-CLASS S&T CAPABILITIES
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STRATEGIC ENGAGEMENT WITH CLIENT FOCUS
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

STRATEGIC ALIGNMENT

This initiative worked in partnership with
Defence's senior decision makers to capture
Defence's needs and priorities, align the DST
Science and Technology program with strategic
guidance, and establish clear responsibilities
for engagement. A new FPR-approved Investment
Process ensures transparent, prioritised
investment decisions focused on Defence
requirements. In addition, client review and
feedback processes were introduced to measure
and report on the quality of DST outcomes,
the timeliness of program outputs and
client satisfaction.

A 'Domain-based' engagement model was implemented to
enhance the responsiveness and relevance of DST's contributions
to Defence outcomes by aligning our business with Defence. The
new engagement model was approved by the FPR Implementation
Committee. Dedicated DST Program Managers (Band 2) were
assigned responsibility for strategic engagement within Maritime,
Land, Aerospace, Joint, and Intelligence domains.

4 DEFENCE SCIENCE AND TECHNOLOGY

To strengthen client engagement, DST Scientific Advisers are
embedded with domain capability managers. Domain S&T
Strategies were negotiated with Defence stakeholders to
understand future science and technology focus areas for
each domain. These are used to inform and shape DST’s
science and technology program.

Domain S&T
Strategies

Defence
White Paper

Defence
Integrated
Investment

Department
validation

DST leadership
draft program

DST leadership
final program

Chief of Division
validation

Defence
Industry Policy

Domain
narratives

Department
validation

Portfolio
guidance

Initial bids

Chief of Division
validation

Revised bids

Strategic
narratives

Final portfolio
mix

External
collaboration
narratives

Final allocations

MSTC
narratives

Portfolio
gaps report

Assessment
Criteria

Output

A new DST Investment Process – approved by the FPR Implementation Committee –
was introduced to ensure that consistent and efficient processes are used for
planning, managing and reporting of the science and technology program.
Research proposals are documented using Investment Logic Maps which capture
the value proposition and strategic relevance, and are critically reviewed by panels
which include representatives from the Services and Groups. The balanced and
prioritised DST research portfolio is reviewed at an annual Defence S&T Client
Forum with Band Two / Two Star representatives, prior to seeking approval by the
Defence Investment Committee.

THE DST INVESTMENT PROCESS

Input

DEFENCE S&T PROGRAM MANAGEMENT

DST
narratives

Bids are developed based on Defence research priorities and these are assessed by investment panels that
include client membership before consolidation and presentation to Defence seniors for approval.

The value, quality and timeliness of DST program outputs are measured through
annual client surveys which cover desk officers through to Band Two / Two Star
officers. Feedback questionnaires examine the quality of working relationships
between DST staff and Defence stakeholders, and the value generated from the
benefits and outcomes of DST research. Over three years, both survey response rates
and levels of satisfaction have increased significantly, demonstrating that DST's
value proposition is being delivered and DST has become more responsive
to Defence's strategic priorities.

2016–17 LEVELS OF OVERALL SATISFACTION

Percentage (%) of respondents (155 in total)

DELIVERING VALUE AND CLIENT SATISFACTION
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SHAPING DEFENCE
STRATEGIC INITIATIVE
PROVISION OF STRATEGIC ANALYSIS

This initiative expanded DST’s capacity and
effectiveness to provide analysis and advice to shape
future Defence capability, strategy and structure.
This was supported by broader strategic analysis
of future opportunities, threats and risks to ensure
that Australia can maintain its capability edge in
defence and national security.

Classified DST analyses of the potential Defence implications
of emerging and disruptive technologies provided key inputs
into the development of the 2016 Defence White Paper which
shaped Defence’s innovation priorities and defined the Next
Generation Technologies Fund themes. This work established
DST’s capability and reputation to provide credible and robust
forecasting and analysis that has had positive impacts on
Defence strategy and outcomes. This work also supported the
First Principles Review and has influenced the new Force
Design and Capability Lifecycle functions.

S1 – SHAPING DEFENCE

OVERVIEW OF ACHIEVEMENTS
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S&T Futures

Success Measures

Develop organisational
capability for horizon
scanning for
emerging technology

1. Credible and robust
program for forecasting
and analysing future
challenges and
opportunities for Defence.

Strategic Analysis
Engage across Defence on
strategic issues to shape future
Defence strategy and policy,
and major programs of
national significance

The initiative contributed in the public arena with the publication
of the foresighting study Forward 2035 in 2014. This study
examined emerging trends in the wider socio-economic and
strategic global factors that shape the long term future and impact
of S&T developments. This study was followed with two position
papers: Cyber 2020 Vision (2014) and Australia’s Requirement for
Submarines (2016). The latter is an unclassified version derived
from a larger classified study which was influential in guiding the
development of the SEA1000 Future Submarine Project.

Forward 2035

2. Impact on DST S&T
capability decisions through
big picture analysis.
3. Greater impact on
Defence strategy, force
design, the development
of capability options and
Defence outcomes through
big picture analysis.

DSTO Foresight Study

Seng Boey
Peter Dortmans
Joanne Nicholson

S&T FUTURES
During 2013–2017, DST’s Joint and Operations Analysis Division
has provided input to the Defence strategic planning process,
and has provided key advice to elements of VCDF, achieving
significant input into the refinement of the form and function
of the new Defence Capability Life Cycle, Force Design and
Contestability functions.

The Emerging Disruptive Technology Assessment Symposium
(EDTAS) series, initiated in 2015, is now a twice yearly event
which helps to future-proof Australian Defence by examining
an expansive science and technology topic that is expected to
impact Defence and National Security domains over a 20+ year
timeframe. The symposium brings together internationally
recognised leaders to understand and shape the long term vision
in a multi-disciplinary immersive workshop environment. In
addition to providing an understanding of technical developments,
EDTAS considers social, ethical, legal and economic perspectives
as well as examining the potential implications for future Defence

capability. The inaugural EDTAS focused on trusted autonomy
systems and underpinned the development of the Defence CRC
in Trusted Autonomous Systems launched in 2018. Subsequent
EDTAS have investigated Information Knowledge and Digital
Disruption, Advanced Materials and Advanced Manufacturing,
and Human Biotechnologies.
DST provides regular briefs on technology trends, threats and
opportunities to both the Strategic Command Group and the Joint
Commanders. These forums and briefs provide an avenue for DST
to provide ongoing credible and robust forecasting and analysis
of future S&T challenges and opportunities to Defence.

Cyber 2020 Vision

DSTO cyber science and technology plan
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NEXT GENERATION TECHNOLOGIES FOR SAFEGUARDING AUSTRALIA
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

NEXT GENERATION TECHNOLOGIES FUND

OPERATING FRAMEWORK

This initiative established a new portfolio of
high-impact, complex and challenging research
programs under the Next Generation Technologies
Fund which was announced in the Defence
White Paper 2016. The research programs involve
substantial collaboration with external partners
to drive Defence outcomes for enhanced future
capability. The initiative has delivered well
beyond its original scope to establish substantive,
cross-disciplinary initiatives supporting research
into defence and national security challenges
of significance to Australia.

The Next Generation Technologies Fund and the Defence
Innovation Hub are the two key pillars of the integrated Defence
innovation system created through the 2016 Defence White
Paper. The Next Generation Technologies Fund is focused on
research which will prevent future strategic surprise or provide
a future capability edge. The underlying principle and policy is
to build collaborative programs with academia, publicly funded
research agencies, industry (particularly small to medium
enterprises) and our allies to create a vibrant and interlocking
research and innovation system that is focused on delivering
Defence capability.

The operating framework for the Next Generation Technologies
Fund encourages ambitious solutions, embraces risk and
the concept of fast-fail. There are three broad levels of
resource allocation:
• A limited number of large programs focused on complex
multidisciplinary research, which are allocated approximately
50–60% of the total budget;
• Mid-scale programs of strategic research in emerging
technologies, such as quantum technologies, which are
allocated 30–40% of the budget; and
• A range of small-scale investments to seed ideas-acceleration
and build collaborative research.

BALANCED S&T INVESTMENT PORTFOLIO

SMALL-SCALE

Defence
Accelerate
Initiative

Small-scale
Exploratory
Research

Enable universities and small
business to build depth and
breadth to benefit future
Defence capability.

8 DEFENCE SCIENCE AND TECHNOLOGY

MEDIUM-SCALE

Strategic
Research
Programs

University
Research
Networks

Defence-led research in areas
which have the prospect for
providing game-changing
capabilities for Defence.

LARGE-SCALE

Grand
Challenges

Defence
CRC

Intensive, scientifically and
technically complex programs
involving multi-disciplinary,
multi-party approaches
for Defence.

Successful strategic research initiatives from across the world
were studied in depth, with the best being adapted to suit the
Australian Defence context. Four major new programs have
been launched:
• Grand Challenges. Multidisciplinary, complex missionfocused projects with clearly-defined end goals.
The first Grand Challenge on “Counter Improvised
Threats” is underway.
• Defence Co-operative Research Centres. Defence-led,
industry-delivered collaborative research programs.
The first, on “Trusted Autonomous Systems”, is underway.
• The US-Australia Multi-University Research Initiative
(AUSMURI). Enables Australian universities to partner with
US universities in an existing US program and undertake
research focused on topics of high priority in both countries.
The first three AUSMURI topics on quantum control, materials
science, and hydrodynamics have been funded.

GOVERNANCE FRAMEWORK
A comprehensive governance framework has been established
for the Defence innovation system as a whole, including the
Next Generation Technologies Fund. This ensures that funding
recommendations are transparent, and that investment decisions
reflect agreed science and technology priorities. Key elements of
the governance framework are:
• A Defence Innovation Steering Group advises on program
quality, identifies potential program gaps and nominates new
areas of science and technology to be considered for future
inclusion within the program;
• the Investment Committee reviews the portfolio of activities
and sets the parameters for the program;

• the Minister for Defence Industry provides annual approval
of the priorities and program after review by the Defence
Investment Committee;
• the Minister for Defence Industry and the Minister for Finance
jointly approve the overall funding envelope.
The governance framework leverages private sector, government,
academic and overseas expertise where appropriate, to review
decision-making and ensure program quality. For example,
Australia’s Chief Scientist joins the Chief Defence Scientist on the
Investment Committee to consider the annual Next Generation
Technologies Fund program.

• Small Business Innovation Research for Defence (SBIRD).
Funds early stage, high-risk, high payoff research with
potential to mature into Defence capability. The first SBIRD
“Fight Recorder” explores concepts for enhancing survival
of soldiers in emergency situations.
Next Generation Technologies Fund priorities are guided by the
2016 Defence Industry Policy Statement released with the 2016
Defence White Paper. Under the framework, the areas selected for
major investments are shaped by: horizon-scanning of emerging
technologies; technology foresighting derived from the annual
Force Design process; the strategic directions spelled out by the
Chiefs of Service in their long-term planning documents; and
assessments of emerging threats to ensure alignment between
technology push and capability needs.

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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FOSTERING INNOVATION
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

STRATEGIC ALLIANCES

DEFENCE SCIENCE PARTNERSHIPS

This initiative encouraged a stronger culture of
innovation within DST and facilitated more
extensive and strategic collaborations between
DST and academia, other publicly funded research
agencies (PFRAs) and industry through a network
of strategic alliances and a streamlined Defence
Science Partnership framework. These achievements
have grown DST’s capacity to deliver innovations
which enhance Australian Defence capability.

DST has negotiated strategic research and development alliances
with Australian companies and PFRAs. These alliances facilitate
open and trusted communication within a framework between
DST and alliance partners, and enable the establishment of
collaborative projects, staff placements, facilities sharing,
and commercialisation. Twenty-three collaborative projects
are active with 10 companies, and a further 23 proposed
collaborative projects are under negotiation.

The Defence Science Partnerships framework provides a more
efficient and streamlined process for universities and Defence
to undertake joint research. It provides a suite of standardised
research agreements which have been negotiated with 32
Australian Universities. The standardised agreements allow
DST staff and university academics to rapidly negotiate the
scope, deliverables and costings for a research agreement using
pre-negotiated terms and conditions. This reduces red tape
and the need for legal advice, greatly expedites the approval of
agreements, and delivers better value for money for Defence.

10 DEFENCE SCIENCE AND TECHNOLOGY

SOLVEIT CHALLENGES
A SolveIt event is a structured approach to crowdsource solutions
to a specific challenge. Three SolveIt events have been run.
To demonstrate and test the process, the first event explored how
to reduce the administrative time and effort required to arrange
an overseas visit. It seeded a subsequent achievement under
the Best Practices for Business Processes and Administration
initiative to simplify the Defence international travel process.
The second SolveIt explored approaches to counter Improvised
Explosive Devices and two proposed approaches were further
developed under operational science and technology support
requests. The third SolveIt examined a specific operational
challenge posed by Special Operations Command (SOCOM).
The outputs have been integrated into the SOCOM S&T plans.
The SolveIt approach inspired two collaborative SolveIt events
with international peers: one with the UK conducted 2017
and another planned with South Korea in 2018.

DSTRUPT DAY

SATURN

INNOVATION INCUBATION

DSTrupt Day has been established as an annual one-day event
where the whole of DST jointly engage in activities that act
as catalysts for continuous improvement in our capacity for
innovation. DSTrupt Days were held in 2016 and 2017, with a
third scheduled for late 2018. Several innovative ideas generated
during these days have been implemented including a new open
source software policy, a new maker space at the DST Fishermans
Bend site, lean development training, and an enterprise social
media system for staff on SATURN.

A new Science and Technology Unified Research Network
(SATURN) combines the DST intranet with an enterprise social
networking tool on a single platform. SATURN allows all DST
employees to gain a better understanding of other related areas
of excellence across the organisation and to discover and build
on opportunities for collaboration. It is particularly valuable
for facilitating collaboration and innovation between staff
that are geographically dispersed across DST’s multiple sites
throughout Australia.

Hacking for Defence is an innovation incubation program
developed by Steve Blank (Stanford University) to apply Lean
Launchpad thinking within government. A pilot Hacking for
Defence program was run in 2017 to provide hands on training
to allow the program to be delivered in Australia. Support was
also provided to staff to participate in CSIRO’s ON Accelerate
program. This has led to two DST staff establishing a new
company, Silentium Defence, to commercialise innovative
passive radar technology.

COLLABORATION SPACES
New collaboration spaces have been established at most DST
sites. These provide highly configurable physical spaces and
facilities to support collaboration, brainstorming and innovative
work methods. They include facilities for unclassified meetings
and video conferencing with external collaborators, and for rapid
prototyping to demonstrate and test novel concepts and ideas
(including 3D printers and basic electronics fabrication).

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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INVIGORATING S&T FOR NATIONAL SECURITY
STRATEGIC INITIATIVE
KEY MILESTONES AND OUTCOMES

This initiative grew the whole-of-government
National Security Science and Technology
Centre (NSSTC) to co-ordinate the prioritisation
and delivery of science and technology to
non-Defence national security agencies.

The NSSTC coordination function has made significant
progress and has achieved all of its key milestones and
outcomes. Most notably:
Band Three National Security Science and Technology
Inter-Departmental Committee (NSST IDC). The committee,
co-chaired by the Chief Defence Scientist and the Department
of Prime Minister and Cabinet, was established to steer
the national security science and technology program and
provide governance oversight. Membership includes senior
representatives from Home Affairs, the Office of National
Intelligence, Defence and policy agencies. The NSST IDC provides
strategic direction for national security science and technology,
helps coordinate investment across the sector and oversees the
development and delivery of the science and technology program.

National Security Science and Technology Policy and
Priorities. As foreshadowed in the 2016 Defence Industry
Policy Statement, National Security Science and Technology
Policy and Priorities were agreed by the NSST IDC in November
2017 and were released by the Minister for Defence Industry
in May 2018. The Policy provides the science and industry
community with visibility of the endorsed national security
science and technology focus areas, governance arrangements
and engagement mechanisms.
Recent Secretary level discussions on the National Security
Science and Technology function indicate a much more strategic
and aligned partnership between Defence, Home Affairs and
the Office of National Intelligence into the future.

Science and technology priorities. Extensive consultation
with the national security community identified science
and technology priorities to shape the program investment,
government policy, and engagement with the innovation sector
(academia, industry and international). Six national security
science and technology priorities were agreed at the first
NSST IDC meeting in March 2017:

Priority areas
Through extensive consultation with the national security
community, six national security S&T priority areas have
been identified:

NATIONAL SECURITY
SCIENCE AND TECHNOLOGY
Policy and priorities

Intelligence
• Data sources / collection
• Data analytics / integration
• Dissemination of product
Border Security and Identity Management
• Biometric capabilities
• Identity management /
people scanning / tracking
• CBRNE screening / detection
• Other screening / detection

• Cyber Security
• Intelligence

Investigative Support and Forensic Science
• Detection and collection (overt / discreet)
• Rapid analysis (in-field)
• Deep analysis / forensic data analytics
• Attribution

• Border Security and Identity Management
• Investigative Support and Forensic Science

Preparedness, Protection, Prevention
and Incident Response
• CBRNE detection / protection / response
• Other first responder capabilities
• Physical and social resilience
• Forecasting, modelling and risk assessment
• Information management

• Preparedness, Protection, Prevention and Incident Response
• Technology Foresighting.

Technology Foresighting
• Cyber / digital disruption
• Advanced sensors
• Stand-off sensing
• Autonomous systems
• Advanced materials
• CBRN / medical countermeasures
• Enhanced human performance
• Biometrics

DSC 1978 - NS S&T policy and priorities PRO1.indd 1
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Cyber Security
• Anticipate vulnerabilities
• Strengthen cyber systems and
critical infrastructure
• Enhance response and recovery
from cyber attack

15/03/2018 2:52 PM
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Key Contacts
Dr Richard Davis
Chief Technology Officer – National Security
richard.davis@dst.defence.gov.au
(02) 6128 6590
General Enquiries
nsstcexternal@dst.defence.gov.au
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OVERVIEW OF ACHIEVEMENTS

PARTNERSHIPS AND COLLABORATION
NSSTC continues to maintain bilateral memorandum of
understandings with international and domestic agencies where
national security is a specific focus. NSSTC hosted the first visit
to Australia in four years by the US Department of Homeland
Security, the first in seven years by the Canadian Centre for
Security Science and first ever visits by the UK Home Office and
New Zealand. The NSSTC has also increased engagement and
established its role with the Australia and New Zealand Counter
Terrorism Committee – the national coordinating body for
counter-terrorism.

Building on the successful bilateral engagements between our
allied nations, a Five Nation Research and Development Initiative
(5RD Initiative) has been established to create new opportunities
for collaboration; to deliver more efficient and cost-effective
access to results; expand research, development, testing, and
evaluation capacity; and maximise the research budget across
the nations.

REQUIREMENTS

The objectives of the 5RD Initiative are to:
• DISCOVER collective knowledge of emerging
threats and risks;
• CONNECT with each other to coordinate the planning and
prioritisation of research, development, test and evaluation
for efficiency and cost-effectiveness; and
• LEVERAGE each other’s capability to avoid
efforts and duplication.

DELIVERY
S&T PROVIDERS

DST has directly contributed to the nation’s security through
the delivery of national security science and technology solutions
in areas such as facial recognition algorithms, video analytics,
vehicle survivability, decision support systems, blast
modelling, cyber open source training, home-made explosive
characterisation and threat assessments, toxic chemical detectors
and support to numerous operations.

WHOLE-OF-GOVERNMENT NATIONAL SECURITY S&T COORDINATION

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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LEADERSHIP, ACCOUNTABILITY AND PERFORMANCE MANAGEMENT
STRATEGIC INITIATIVE

A coordinated series of programs focused on building
effective leadership of teams and strategic change were
conducted within DST:

The initiative built on the Defence Pathway to
Change principles of trusted to defend, proven
to deliver and respectful always.

• Targeted development programs for specific staff cohorts,
which aimed to deepen strategic awareness, cultivate
ongoing knowledge and capability development, encourage
collaboration, extend levels of engagement with senior
colleagues, and make best use of DST development resources.

Pat h

to C

• Leading Teams through Change for all Research Leaders
and Group Leaders who lead Science and Technology
Capabilities of 10–20 staff.

han g

e

O1: Transforming leadership
to drive high performance to achieve DST’s goals

MENTORING

• Extraordinary Leader and Inspiring Leader programs
for all members of the DST Senior Leadership Team
(Chiefs of Divisions and Research Leaders of Major Science
and Technology Capabilities of 40–60 staff).

w ay

Supporting and
leading our
people...

...to achieve
their best
for Defence

Enabling Leadership Accountability Trust O1
Supporting Excellence D1 | Innovation and Collaboration T1 | Career Development O2
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LEADING CHANGE

CHARACTER

PERSONAL CAPABILITY

• FIVE program for all S&T5 level staff to develop skills
in effective engagement, partnering and professional
interactions; concise persuasive presentations (opportunity
pitches); and understanding of career and action plans.
All staff had the opportunity to engage directly with the
Chief Defence Scientist in small group settings to discuss
their research, and the strategic context and priorities for
Defence Science and Technology.

FOCUS ON RESULTS

• SIX Science Strategy Innovation & Excellence program for
all S&T6 and EL2 level staff, structured as a series of crossdivisional and local seminars to develop understanding and
expectations of their roles in client engagement, partnerships
and collaborations, and in developing their staff and teams.

INTERPERSONAL SKILLS

This initiative built DST’s capacity as a highperforming organisation through coordinated
programs to strengthen leadership skills,
establish a culture of transparent expectations
and accountability, foster one-on-one mentoring
relationships between staff; and through a new
performance management framework addressing
organisational, team and individual performance.

HIGH PERFORMANCE

LEADERSHIP DEVELOPMENT

LEADERSHIP DEVELOPMENT

OVERVIEW OF ACHIEVEMENTS

SCIENCE AND TECHNOLOGY MATURITY INDICATORS

CLARIFICATION OF S&T6 ROLES

STRENGTHENING PERFORMANCE

In conjunction with the Science Excellence initiative, Science
and Technology Maturity Indicators were defined to offer highlevel descriptions of the pathway along which staff mature as
science and technology practitioners throughout their career.
These concepts were incorporated into SIX and FIVE programs,
and enabled more robust and constructive discussions around
staff career progression, development opportunities and
learning needs.

DST’s S&T6 staff comprise the senior scientists, engineers and
technologists who drive the execution of DST’s strategic and
client domain research programs. A consistent set of definitions
of S&T6 roles and responsibilities, work level standards and
principles for determining supervisory lines of responsibility
were developed. This was co-ordinated with the creation of the
DST Career Planner tool developed by the Talent, Diversity
and Career Development initiative.

A new Performance Management Framework was developed and
adopted by DST. The framework addressed three dimensions:

DEVELOPMENT OF CONSISTENT KERS
FOR DST SENIOR MANAGERS
A set of common Key Expected Results (KERs) were developed
for DST senior managers (S&T8 level). The KERs are designed
to capture the three main strategic responsibilities for DST’s
senior managers:
• Stewardship of science and technology excellence
• Shape and drive the client program
• Look after our people and the organisation

• Improving and managing organisational performance
• Improving and managing team performance
• Improving and managing individual performance

DST MENTORING PROGRAM

Clear expectations were established of a culture of rigorous
performance management using the Defence Performance
Feedback Assessment and Development Scheme (PFADS),
incorporating principles of:

A series of initiatives were delivered to promote staff development
through one-on-one mentoring:

• No surprises – feedback will be provided consistently
throughout the year.

• A Mentoring Champion Network was established to support
and encourage divisional staff to participate in mentoring
activities. Champions are points of contact and they
advocate within divisions for mentors and mentees.

• Clear line of sight between individual KERs and the
strategic goals of teams and DST as a whole.

• A one-on-one Mentoring Program paired staff with
compatible mentors and provided coaching to promote
effective mentoring relationships.

• 90:10 ratio of forward looking to retrospective
discussion for performance exchanges.

• Mentoring circles for women ran as a pilot program for
25 female staff over a 12 month program with learning
modules including Authentic Leadership, Mindfulness
and Positive Psychology, Personal Style and Presence,
Career Planning and Negotiation, augmented by a series
of inspirational guest speakers.

• ‘SMART’ KERs – specific, measureable, achievable,
relevant and timely.

The underlying principle is shared accountability for good
performance throughout DST.

• Active promotion of mentoring relationships for staff who
are temporarily acting at higher levels to enhance their
learning and development.

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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TALENT, DIVERSITY AND CAREER DEVELOPMENT PIPELINE
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

CAREER PATHWAYS

This initiative nurtured the talent of our people
to be future leaders, supported their career
development, championed workforce diversity,
and reached out beyond DST to foster the
development of our future talent.

Career Planner
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The skills and experience of our workforce are central to
achieving our goal to be a world leader in Defence science and
technology. A set of electronic resources – collectively called the
Career Planner – were developed to assist our staff to explore
their career development options and work with their supervisor
or mentor to create a career development plan as part of the
annual performance feedback, assessment and development
cycle. The resources include: career stories from DST staff;
examples of possible careers including the required skills and
capabilities; a career development planning process setting out
roles, responsibilities and timeframes; a career discussion guide
with self-reflection and discussion points; a career development
plan template; and a supervisor’s toolkit.

Changes were made to the curriculum of DST internal leadership
courses to increase the material on both career planning and
holding career development conversations.
Staff Mobility
Movement of people within and externally to an organisation
is known to be an important driver of increased innovation
capacity. The initiative promoted and supported the movement
of staff within DST, Defence, and the Australian Public Service;
and through temporary postings to academia and industry.
The benefits of mobility were promoted to staff through career
stories included in the Career Planner.

TALENT MANAGEMENT

INCLUSION AND DIVERSITY

In conjunction with the leadership, accountability and
performance management initiative, staff development training
courses were conducted for staff at specific employment levels:
Extraordinary Leader and Inspiring Leader programs for our
senior leadership team (Chiefs and Research Leaders); Leading
Teams through Change (for S&T8, S&T7 and EL staff); the SIX
program for S&T 6 staff; and the FIVE program for S&T5 staff.

Indigenous engagement

Gender Equity

In line with the Defence Reconciliation Action Plan, DST
initiated an Indigenous Engagement Program in 2015. Under
this program, we increased Indigenous representation in our
workforce from two to twenty one staff through a range of
entry-level recruitments. DST enhanced its cultural integrity
through commissioning a corporate Indigenous artwork, Song
of the Seven Sisters, which is displayed across all key sites.
Other achievements under the program include a presence at
the Garma Youth Forum in 2016 and 17, participation in the
Jawun secondment program and piloting the ‘Behind the Fence’
Indigenous student outreach program.

Gender Equity within DST has been promoted in several ways.
Women in Science, Technology, Engineering and Mathematics
(STEM) scholarships were established to encourage tertiary
students. All staff involved in recruitment panels completed
unconscious bias training, and the participation and success
rates for women in recruitment were reviewed.

To foster the retention of talent during extended periods with
limited opportunities for promotion, all DST Divisions identified
opportunities for staff to undertake limited-term projects working
above their normal level of responsibility. Selections were made
using a merit-based expression of interest process.

A Gender Equity Working Group was established to promote
gender equity, including a DST-wide call for ideas for improving
inclusiveness in DST. The Chief Defence Scientist is a member
of the Male Champions of Change for STEM, thus providing DST
with visibility of the actions being taken by other organisations
to promote Gender Equity.
DST has joined the Science in Australia Gender Equity (SAGE)
pilot of the Athena Scientific Women’s Academic Network
(SWAN). Athena SWAN aims to improve gender equity within
the STEM fields by recognising and sharing best practices within
research and educational organisations. DST is currently working
to achieve a Bronze Level Athena SWAN Award in early 2019.
Parenting Rooms
DST recognises the importance of work-life balance for parents
with children. Dedicated parenting rooms have been established
at all DST sites to provide dedicated rooms for supporting the care
of babies and young children with appropriate equipment.

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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TRANSFORMATION OF RESEARCH ICT TO DRIVE INNOVATION AND COLLABORATION
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

GUIDING REVIEW

Advanced ICT is crucial to DST achieving its
mission in the 21st century. This initiative
progressed the transformation of DST’s
research ICT infrastructure to drive
innovation and collaboration.

A review of DST’s research ICT completed in 2012 guided the
direction for this initiative to:
• Build closer engagement of DST’s research ICT staff with
DST scientists to enable innovative and world class science,
technology and research.
• Transform DST’s ICT systems through the implementation
of modern and innovative technologies to improve
research productivity and promote collaboration and
knowledge sharing.
• Develop DST’s knowledge and data management capabilities
to enable more productive and higher quality research.
• Develop a central research ICT capability to enable effective
and efficient delivery of research ICT services for
DST’s Scientists.

CLOSER ENGAGEMENT OF DST’S RESEARCH
ICT STAFF WITH DST’S RESEARCHERS
Research ICT staff were embedded into research divisions
to enable the divisions to have greater influence over ICT
investments and priorities.

TRANSFORMATION OF DST’S ICT SYSTEMS
Seamless video conferencing for collaboration across all
DST sites – by equipping meeting rooms with room-based video
conferencing systems, modernising the desktop-based video
conferencing system, rolling out cameras and headsets for
Researchers, integrating room-based video conferencing
systems with desktop-based video conferencing systems,
and federating DST’s desktop-based video conferencing with
other groups in Defence.
Improved network access, reliability and capacity –
by introducing new services to easily move large amounts of
research data securely into and between classified networks,
introducing additional redundancy into the network, and
by upgrading the bandwidth of all major and minor DST
network links.
Improved and expanded support for multiple ICT platforms –
by upgrading DST’s research workstation operating systems,
including providing support for a range of Linux versions,
to better support scientific software, laboratory equipment
and prototype hardware.
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Enterprise solutions for compute and data storage – by
launching a flexible, scalable private research cloud service with
greatly increased computational science capacity, establishing
a large central data store for experimental and simulation data
sets, and by migrating research systems and data to these new
DST wide solutions.
A new secure supercomputing capability –by introducing an
initial supercomputing capability in 2018, to be followed
in 2020 by a much larger capability to keep Defence research
at the cutting edge.

DEVELOPMENT OF DST’S KNOWLEDGE AND DATA
MANAGEMENT CAPABILITIES

DEVELOPMENT OF A CENTRAL RESEARCH
ICT CAPABILITY
This was achieved by:
• Executing a Divisional ICT Consolidation Program – which
consolidated and centralised printer management; identified
research ICT assets and staffing, and transferred responsibility
for management of the majority of ICT assets and staff to
DST’s central research ICT capability.
• Reducing the number of standalone Research Networks – the
number of standalone research networks was significantly
reduced, leading to lower operating costs and allowing a focus
on other priority research ICT facilities.

OUTCOMES
These changes resulted in
• Effective and efficient delivery of research ICT services
for DST’s researchers.
• Better collaboration and knowledge sharing.
• More productive and higher quality research.
• New innovative world class science, technology
and research.

Development of DST’s knowledge and data management
capabilities has delivered improved knowledge sharing tools and
digital transformation of DST’s Research Libraries:
• All DST official records and publications have been transferred
to Defence’s document repository (Objective);
• A range of new tools for access to, evaluation and sharing of
published research knowledge have been delivered, including
Searchlight and SciVal.
• Researchers can now access to a much wider range of digital
books and scientific publications.
• Research librarians have been embedded in the research
divisions, curating knowledge and data sources tailored to the
relevant scientific domain, and connecting priority research
tasks with the best information sources

STRATEGIC PLAN 2013–2018 COMPLETION REPORT
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BEST PRACTICES FOR BUSINESS PROCESSES AND ADMINISTRATION
STRATEGIC INITIATIVE
OVERVIEW OF ACHIEVEMENTS

AUTOMATED ELECTRONIC PUBLICATION PROCESS

This initiative made good progress towards
streamlining DST policies, processes and procedures
to reduce administrative overheads. It worked
towards best practices in key parts of our business
while ensuring consistency with Defence and
Australian Public Service policies and regulations.

An automated, electronically mediated process for the approval
and recording of DST publications was introduced. The process
can be accessed from both the DST Protected and Secret
computer networks. The process provides: a transparent audit
trail for the publication approval process; encourages reviewers
to complete their tasks promptly; and allows statistics on
publications to be generated.
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In partnership with Estate & Infrastructure Group (E&IG) as the
process owner, DST initiated and significantly shaped a total
reform of the Defence International Travel Process. E&IG has
taken ownership of the implementation, with ongoing support
from DST. The rollout of the new process across Defence is
anticipated to be in July 2018. Faster travel approvals
(by removing redundant approvals, enabling more people to
approve travel, and introducing bulk pre-approvals for travel
through Group budgets) are estimated to save the Department
$1.4m per annum in airfares by enabling flights to be booked
earlier (accessing more discounted airfares) and reduce the
expenditure of staff time through the use of a new single travel
approval smart form in place of the ten different forms currently
in use.
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DST’s success in initiating this One-Defence reform was a
significant achievement given that DST only accounts for 2% of
Defence Travel budget, five different Defence Groups each own
a part of the Defence International Travel process, and Defence
must comply with whole-of-Australian Government constraints.

PROCESS IMPROVEMENT AND AUTOMATION
OF RESEARCH AGREEMENTS
Research agreements are the formal basis through which DST
partners with external organisations. The initiative worked
with DST’s Technology Partnership Office (TPO) to improve and
automate the business processes underlying the creation of
new Research Agreements by: creating process maps of the TPO
business processes to enable improvement and automation; and
developing a prototype automated system using JIRA Service
Desk software. The TPO will evolve the prototype into a service
offer in the business support portal.
The initiative also worked with DST’s Science International
Engagement team to understand and map their business
processes and identify parallels with the TPO Research
Agreement process.

TRANSITION OF BUSINESS AUTOMATION
TO RESEARCH SERVICES DIVISION
Ownership and resourcing of business automation trials has
been transitioned to DST ’s Research Services Division (RSD)
to enable business automation improvements to continue
as business-as-usual. This will enable RSD to develop deep
expertise in business process best practices and to ensure
that our policies and processes are uniform, succinct, easily
understood by staff, and aligned with Defence and whole-ofAustralian Government policies
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